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Abstract

The escalating threat of cyberattacks necessitates the development of intrusion detection
models that are both accurate and computationally efficient for large-scale network traffic. To
address this issue, this study proposes a hybrid approach combining Autoencoder, Convolutional
Neural Network (CNN), and XGBoost as an adaptive and lightweight solution for network traffic
classification. The key contribution of this research lies in the design of a multi-stage pipeline
that performs dimensionality reduction, feature extraction, and final classification. The model
was evaluated using the Moore Dataset, which contains complex and high-dimensional network
traffic data. The experimental results indicate that the proposed hybrid model achieved a
classification accuracy of 99.20% with a testing time of only 0.09 seconds. Furthermore, the
pipeline significantly reduced computational load compared to single CNN or XGBoost models.
These findings demonstrate that the hybrid approach not only offers high classification
performance but also enhances scalability and efficiency, making it suitable for real-world
implementation in modern network security systems. Overall, the proposed model presents a
promising and practical solution for advancing future intrusion detection systems.
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1. INTRODUCTION

The escalating threat of cyberattacks is reflected in findings from the National Cyber and
Crypto Agency (Badan Siber dan Sandi Negara) in April 2023, which recorded over 27 million
network anomalies within a single month, with more than 14 million of them identified as
malware [1]. This phenomenon aligns with a 2023 report by the same agency in collaboration
with the Indonesia Honeynet Project, which placed Indonesia at the top of the list among ten
countries as the primary source of cyberattacks [2]. This increase is not only occurring in
Indonesia but also represents a global trend driven by various factors, including international
conflicts [3]. In the United States, for example, the number of data breach incidents rose
dramatically by 246% between 2014 and 2023 [3]. This surge also translates into significant
economic losses, which are projected to continue growing, with estimated global damages from
cyberattacks expected to exceed USD 13 trillion within the next four years [3].

In addition to causing global economic losses, the impact of cyberattacks is also strongly
felt in Indonesia, particularly in the rapidly growing digital economy and e-commerce sectors,
which have not yet been matched by adequate data security measures [4, 5]. Data breaches
involving major platforms such as Tokopedia and Bukalapak, along with a fourfold increase in
attack incidents in 2020, highlight the high vulnerability of domestic systems to cyber threats [4,
5]. The global surge in software security vulnerabilities has further exacerbated cybersecurity
conditions and increased psychological pressure on professionals who are required to respond to
threats continuously [3]. The Allianz Risk Barometer 2025 even identifies cyberattacks as the top
threat to the business world, underscoring the high level of risk and widespread impact they
pose—technically, financially, and socially [3].
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As a mitigation measure against the growing risk of cyberattacks, numerous studies have
explored and developed machine learning and deep learning methods to enhance the effectiveness
of detection systems, particularly in dealing with the increasing complexity of network traffic.
For instance, Ayodeji and Melesew (2024) demonstrated that the integration of Software Defined
Networking with machine learning algorithms can identify encrypted traffic with up to 99%
accuracy while simultaneously improving network service quality [6]. However, deep learning
models such as Convolutional Neural Networks (CNNs) still have certain limitations, especially
when handling imbalanced datasets. Iwang et al. (2025) reported that although CNNs achieved
99% accuracy on an imbalanced dataset, the low recall and F1-score (35% and 52%, respectively)
indicate a tendency of the model to be biased toward the majority class [7]. Moreover, according
to Jawad and Sania (2024), deep learning approaches generally rely on labeled data and require
substantial computational resources [8]. On the other hand, various algorithms such as K-Nearest
Neighbors, Random Forest, and XGBoost have been widely used for intrusion classification.
Research by Earum et al. (2022) found that ensemble algorithms such as Random Forest and
XGBoost tend to outperform basic models like K-Nearest Neighbors [9]. However, a study by
Witcha and Siriporn (2023) revealed that the performance of XGBoost can still be significantly
improved through hyperparameter optimization, which can yield F1-scores of up to 99% [10].
Nevertheless, single-algorithm approaches have not yet fully addressed the challenges of
classifying large-scale and complex network data.

In response to these limitations, recent research trends indicate a shift toward hybrid
approaches and advanced model optimization techniques. Elsedimy and Sara (2025) successfully
designed a hybrid model combining Fuzzy C-Means and the Sperm Whale Algorithm, which
achieved an accuracy of 96%, outperforming several single algorithms such as ANN, SVM, and
Logistic Regression [11]. In addition, Rahmat and Yanif (2023) found that the PCA-MPM model
outperformed LSTM-PCA in detecting novel attacks, with accuracy ranging from 90% to 94%
[12]. Feature selection techniques have also been shown to significantly enhance model accuracy
and efficiency. A study by Sulandri et al. (2021) demonstrated that applying Correlation-Based
Feature Selection to the Extreme Learning Machine algorithm improved accuracy from 82% to
98% while also reducing computation time [13]. Further support comes from Ahmad et al. (2024),
who showed that the application of ICA and Autoencoder techniques increased the accuracy of
MLP from 85% to 94% [14]. Meanwhile, a study by Rehab et al. (2025) emphasized the
importance of feature scaling and dimensionality reduction techniques in accelerating
computation time, particularly in real-time applications [15].

Building upon the aforementioned findings, this study identifies key gaps in existing
methods where CNNs often show bias toward majority classes in imbalanced datasets, XGBoost
requires extensive feature sets and careful tuning for efficiency, and standalone dimensionality
reduction methods such as PCA or Autoencoders fail to capture complex non-linear traffic
patterns [7, 8, 10]. These limitations indicate that single-algorithm approaches remain insufficient
for large-scale and complex network data. To address this, the study proposes a hybrid model that
integrates Autoencoder, Convolutional Neural Network (CNN), and XGBoost to achieve both
high accuracy and computational efficiency in network traffic classification. The Autoencoder
will be employed to perform nonlinear dimensionality reduction while preserving essential
features, thereby effectively reducing redundancy and enhancing computational efficiency in
large-scale intrusion detection systems [16]. CNN is then utilized due to its effectiveness in
automatically extracting local patterns from network traffic, similar to how it recognizes features
in images, and has been proven effective in real-time anomaly detection systems based on
Software Defined Networking [17]. Additionally, approaches such as Deeplnsight have
demonstrated that non-image data can be transformed into spatial representations and
subsequently processed by CNN to extract critical information, yielding promising results [18].
Meanwhile, XGBoost is selected as the final classification algorithm because of its high capability
to handle large volumes of data efficiently, its fast training process, and system optimization
features that make it highly scalable [19]. The combination of these three algorithms is expected
to produce a classification model that is not only robust and adaptive but also optimized for
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computational time and reduced model complexity in modern network environments.

This hybrid model is designed to optimize the classification process of large-scale
network traffic while maintaining performance comparable to using the full feature set, but with
shorter computation time and lower model complexity. This approach is highly relevant in
addressing big data challenges in network security, including massive traffic volume, the need for
real-time detection, and limited computational resources. In addition to enriching academic
contributions in the development of intelligent detection systems, this solution also offers
practical value for operational implementation, as highlighted by prior studies that emphasize the
importance of lightweight and adaptive models for real-time applicability in modern network
environments [15, 17].

2. RESEARCH METHOD

The research methodology adopted in this study is designed to evaluate the performance
of a hybrid classification model consisting of Autoencoder, CNN, and XGBoost in analyzing
network traffic, as illustrated in Figure 1. The process begins with data and environment
preparation, followed by data cleaning and preprocessing, then feature reduction using the
Autoencoder, feature extraction by the CNN, and final classification using XGBoost. The
evaluation is based on several metrics, including accuracy, precision, recall, F1-score, confusion
matrix, and computation time. To assess the effectiveness of this approach, comparative
experiments are conducted using two single models, namely CNN and XGBoost, and the results
are also compared with previous studies to highlight the contribution of the hybrid model.

Start Raw Dataset Data & Envir\_:mment »| Data Cleaning »{ Data Prepr
Preparation *
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Features Reduction
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End & <€ Et < Classificati < Extracti 1—'
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Figure 1. Research Methodology Flowchart
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Figure 2. Architecture of the Proposed Model

The proposed hybrid model integrates three core components, namely Autoencoder,
CNN, and XGBoost to optimize the classification of large-scale network traffic. As illustrated in
Figure 2, the architecture follows a multi-stage pipeline that includes dimensionality reduction,
feature extraction, and final classification.

In the first stage, an Autoencoder is used to reduce the dimensionality of high-volume
network data while retaining essential information. This neural network consists of an encoder
that compresses the input into a latent representation and a decoder that attempts to reconstruct
the original data, where the reconstruction error indicates the quality of the compression [20, 21,
22, 23]. Unlike linear methods such as PCA, Autoencoders are capable of capturing non-linear
patterns [24], which makes them highly effective for processing complex datasets like network
traffic. Previous studies have shown that Autoencoders can accelerate training, reduce
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redundancy, and minimize model complexity in intrusion detection systems [14, 25]. The size
and diversity of the Moore dataset further support optimal Autoencoder performance without the
typical limitation of insufficient data volume.

After the data has been compacted by the Autoencoder, the CNN component is applied
to extract higher-level patterns. While originally designed for image processing, CNNs have been
successfully applied to structured non-image data such as network traffic, especially with the help
of transformation methods like DeepInsight [26, 27, 28]. A CNN typically includes convolutional
layers that detect local patterns, pooling layers that reduce the feature map size while preserving
key characteristics, and fully connected layers that generate the output, all enhanced by non-linear
activation functions [29]. In this study, the CNN is responsible for learning complex
representations from the reduced data, enabling the system to distinguish between different traffic
classes more effectively [17, 8]. This automated feature extraction helps reduce manual
engineering effort and improves the adaptability of the model in real-world scenarios.

The final stage of the model involves XGBoost, which performs the classification task.
XGBoost is a gradient boosting algorithm that builds a sequence of decision trees, where each
tree attempts to correct the errors of its predecessor while applying regularization techniques to
prevent overfitting [30, 31]. Its efficiency in parallel processing and memory usage makes it well-
suited for large-scale data analysis [31, 32]. In addition, XGBoost supports hyperparameter tuning
and performs well on multidimensional input features, making it a strong candidate for network
traffic classification [10, 15]. In this hybrid architecture, XGBoost receives the features extracted
by the CNN and produces the final classification output with high accuracy and speed.

The entire process is visualized in Figure 2, which illustrates the integration of all
components in a sequential pipeline. The Autoencoder transforms raw input data into a more
compact form, the CNN extracts meaningful patterns from the compressed data, and XGBoost
performs efficient and accurate classification. This combination offers a balanced approach that
maintains strong classification performance while reducing computational complexity, making it
well-suited for intrusion detection systems operating in large-scale and dynamic network
environments.

2.2. Dataset

This study utilizes the Moore Dataset, obtained from the University of Cambridge
Computer Laboratory, which records 24 hours of network traffic in an active research
environment involving thousands of users [33]. The data is divided into ten segments, each
approximately 28 minutes in duration, covering between 20,000 and over 66,000 TCP
communication flows per segment. After being converted into CSV format, the dataset consists
0f 377,526 rows and 249 feature columns. Each flow represents a communication session between
a client and a server, containing attributes such as connection time, packet count, and transmission
duration. The Moore Dataset is known for its rich set of features, including basic statistics (such
as packet count, packet size, and inter-arrival time) and TCP protocol information (such as SYN,
ACK, and retransmissions) [34].

In addition to its large number of features, another advantage of this dataset lies in the
diversity of its network application classes. It contains nine classification labels, namely: Bulk,
Database, Interactive, Mail, Services, WWW, P2P, Malicious, Games, and Multimedia [34].
These labels represent various types of network activities commonly found in real-world
environments. The Moore Dataset has also proven effective in various statistical approaches such
as Naive Bayes due to its ability to reveal traffic patterns from features like packet size and time
intervals [35, 36]. With its large scale and wide feature variation, this dataset is highly relevant
for testing hybrid models aimed at reducing complexity and computation time in large-scale
network traffic classification.
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2.3. Data Preparation
Table 1. Dataset Summary

Id | 4 8 13 14 266

1 | 80 | 16945 | 0.000152 | 0.000683 | ... | WWW
2 | 80 | 16913 | 0.000161 | 0.000676 | ... | WWW
3 | 80 | 16917 | 0.000190 | 0.000322 | ... | WWW
4 | 80 | 17018 | 0.000156 | 0.000269 | ... | WWW
5 | 80 | 16926 | 0.000170 | 0.000312 | ... | WWW

The dataset was obtained from the official Moore Dataset repository in .pcap format, then
converted to .csv format using the Weka application. The files were merged into a single file using
Python and stored on Google Drive. Subsequently, essential libraries such as NumPy and Pandas
were imported, and the dataset was loaded for initial inspection. The original structure of the
dataset consists of 377,526 rows and 250 columns, including both numerical and non-numerical
features. As shown in Table 1, the first five columns and the last column are presented to provide
a general overview. The first column contains an ID that is irrelevant for further processing, while
the last column serves as the classification label in string format. All feature columns lack
descriptive names and are instead represented by numbers, in accordance with the official
documentation [33].

Feature Count by Data Type

120 A

Number of Features

float64 int64 object
Data Type

Figure 3. Datatype Distribution

Label
— WWW (86.906%)
B MAIL (7.567%)
[ FTP-DATA (1.536%)
W FTP-CONTROL (0.809%)
W FTP-PASV (0.712%)
DATABASE (0.701%)
SERVICES (0.556%)
2P (0.555%)
W ATTACK (0.475%)
W MULTIMEDIA (0.153%)
[ INTERACTIVE (0.029%)
. GAMES (0.002%)

Figure 4. Label Distribution

The initial inspection of the dataset revealed the presence of “?” values that need to be
cleaned. Although most of the entries are already in numerical form, there are still 33 features of
the object type, including the classification label, as shown in Figure 3. These 33 features must
be converted into numerical format to meet the requirements of machine learning algorithms.
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Furthermore, Figure 4 illustrates an imbalanced distribution of classification labels, where the
“WWW?” class is dominant, while “GAMES” and “INTERACTIVE” classes are significantly
underrepresented. To address this imbalance and improve model performance, the SMOTE
method will be applied in the next preprocessing stage.

2.4. Data Cleaning & Preprocessing

The data cleaning and preprocessing stage began by removing the 'id' column, which is
irrelevant for classification, followed by checks for duplicate entries and missing values.
Although no duplicates or standard missing values such as NaN were found, invalid entries
marked with the character “?” were identified and removed. As a result, 189,027 rows were
eliminated, leaving 188,499 valid rows. Due to computational limitations in Google Colab,
stratified sampling was performed by selecting a maximum of 2,000 rows per label. Two labels,
namely “GAMES” and “MULTIMEDIA,” were automatically excluded because their data
contained invalid “?” entries.

Label
DATABASE (24.62%)
WWW (24.62%)
FTP-CONTROL (24.35%)
MAIL (10.56%)
FTP-PASV (7.77%)
P2P (3.83%)
FTP-DATA (3.07%)
ATTACK (0.70%)
SERVICES (0.33%)
INTERACTIVE (0.15%)

Figure 5. Label Distribution After SMOTE

The dataset was then separated into features (X) and labels (Y), and all columns with
object data types were converted to numeric values. The label column (Y) was also encoded into
numerical format. Next, the features (X) were normalized using StandardScaler to ensure a
consistent data scale. As a result of the balancing process with SMOTE, each label contained an
equal number of instances, totaling 181,855 rows per label, making the overall dataset consist of
1,818,550 rows, as illustrated in Figure 5. Ho wever, due to the significant increase in dataset size
after oversampling and the computational limitations of the training environment, a further
balanced sampling was applied by selecting 2,000 rows per class. This reduction was intended to
maintain fairness across classes while ensuring that the model could be trained efficiently within
resource constraints. This final dataset was then used for training the model in the subsequent
stage.

2.5. Modelling & Evaluation

The modeling phase began with dimensionality reduction using an Autoencoder, which
simplified the original 248 features into a more compact yet informative representation. Several
variations in the number of features were tested to obtain the optimal result, which was then used
as input for the CNN to extract higher-level features. The CNN produced a smaller set of new
features that preserved important patterns within the data. All extracted features were stored and
used for training the XGBoost classification model, with the data split into 80% for training and
20% for testing. This modeling process was designed systematically and sequentially to ensure
that the pipeline operated efficiently and could be easily replicated.

To ensure reproducibility, the parameter settings for each component in the hybrid
pipeline were carefully configured based on preliminary testing. The Autoencoder was trained
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with multiple encoding dimensions, dropout regularization, and the Adam optimizer to obtain
compact yet informative features. CNN was applied to extract higher-level representations using
convolutional and dense layers with controlled training settings. Finally, XGBoost was optimized
with tuned hyperparameters to balance accuracy and efficiency. The complete configuration is

summarized in Table 2.
Table 2. Parameter Settings

Component Parameter Settings
Encoding dimensions: [100, 110, 120, 130, 140, 150]; Hidden layers: 128—64—(encoding_dim); Activation:
Autoencoder ReLU; Dropout: 0.2; Optimizer: Adam (Ir=0.0005); Loss: MSE; Batch size: 32; Epochs: 50 with early

stopping (patience=5).

Conv1D: 32 filters, kernel size=3, ReLU; Flatten layer; Dense layer (encoding_dim: 100/75/50); Optimizer:
Adam; Loss: MSE; Batch size: 256; Epochs: 50 with early stopping; Validation split: 20%.
n_estimators=100; max_depth=5; learning_rate=0.05; subsample=0.8; colsample_bytree=0.8;
reg_alpha=0.1; reg_lambda=1.0; eval_metric=logloss; random_state=42.

CNN

XGBoost

Model evaluation was conducted to assess how effectively the model classified different
types of network traffic. One of the evaluation metrics used was the confusion matrix, which
compares predicted outcomes with actual labels across four categories: true positive (TP), true
negative (TN), false positive (FP), and false negative (FN) [37]. TP and TN indicate correct
predictions, while FP and FN represent classification errors. In the context of network traffic, FP
refers to the incorrect identification of normal traffic as a threat, whereas FN indicates a failure to
detect an actual threat. This evaluation is essential for understanding the model’s accuracy and
the potential risks of misclassification in real-world applications.

From the four categories in the confusion matrix, various evaluation metrics were
calculated. Accuracy is the most basic metric, indicating the proportion of correct predictions out
of the total data, and is formulated as:

(TP+TN)

Accuracy = —————
y (TP+TN+FP+FN)

e

Accuracy is suitable when the data distribution is balanced, but it can be misleading if
one class is significantly more dominant [37]. Therefore, additional metrics such as Precision and
Recall are used. Precision indicates how many of the predicted positive instances are actually
positive [2], and is defined by the formula:

.. TP
Precision = ) ()

In the context of intrusion detection, high precision means that the model rarely triggers
false alarms. A simple analogy is that high precision in traffic classification is like a security
officer who only stops vehicles that are truly suspicious. On the other hand, recall measures how
many of the actual positive cases are successfully identified by the model [30], and is defined by
the formula:

TP
Recall = m (3)

A high recall indicates that the model is very sensitive to detecting attacks, although it
may result in a greater number of false alarms. A simple analogy is that high recall in network
traffic classification is like a security checkpoint that attempts to stop all potentially dangerous
vehicles to ensure none pass through undetected, even if it means occasionally stopping regular
vehicles. To achieve a balance between precision and recall, the F1-score is used, which is the
harmonic mean of the two [2]:
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(Precision x Recall)

F1— Score =2 X%

“)

(Precision + Recall)

The Fl-score can be analogized as a network security system that strives to remain vigilant
without overreacting, by balancing accuracy and alertness in detecting malicious traffic.

In addition to accuracy and classification precision, computational time is also a crucial
aspect of evaluation, especially for systems processing large-scale data. Training time measures
how long it takes for a model to reach optimal performance, while testing time reflects the model’s
speed in processing and predicting new data [13]. In practice, both metrics serve as benchmarks
for assessing the efficiency and feasibility of a model when deployed in operational environments
that require real-time and continuous intrusion detection. All experiments in this study were
conducted using a Google Colab environment equipped with a TPU v2—8 and approximately 16
GB of RAM, providing parallelized acceleration suitable for large-scale model training and
evaluation.

3. RESULT AND DISCUSSION

Feature reduction was performed on the initial 248 features using an Autoencoder with
six variations in the number of features: 100, 110, 120, 130, 140, and 150. Experimental results
showed that 110 features yielded the lowest reconstruction loss value of 0.50298, followed by
140 and 120, as presented in Table 3. However, the 110-feature configuration required a relatively
longer training time compared to the others. On the other hand, the 130-feature configuration
recorded the fastest training time but resulted in the highest reconstruction loss of 1.02790.
Among all variations, 120 features offered a balanced trade-off, with a low reconstruction loss
value of 0.58333 and the second fastest training time at 138.97 seconds. Considering both
reconstruction loss and training time, the 120-feature configuration was selected as the optimal
feature representation for further processing with the CNN model.

Table 3. Reconstruction Loss & Training Time Autoencoder

Number of Features | Reconstruction Loss | Training Time (in Seconds)
100 0.59825 185.39
110 0.50298 209.58
120 0.58333 138.97
130 1.02790 110.84
140 0.54394 189.44
150 0.69465 199.17

—— Training Loss
Validation Loss

Loss (MSE)
w

T T T T T T
0 5 10 15 20 25
Epoch

Figure 6. Autoencoder Training and Validation Loss Curve

Figure 6 presents the evaluation results for potential overfitting through an analysis of the
training loss and validation loss curves during the training process. The training loss curve shows
a sharp decline in the early epochs and tends to stabilize in the subsequent epochs. Meanwhile,
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the validation loss curve also demonstrates a consistent decrease without any significant spikes
or increases. The gap between the two curves remains relatively small throughout the training
process, indicating that the model does not experience overfitting. This suggests that the
Autoencoder effectively learns patterns from the training data while maintaining stable
performance on the validation data. Moreover, it successfully captures essential information from
the data without significantly compromising the quality of feature representation. Therefore, the
resulting feature reduction is considered adequate and suitable for use in the next processing stage.

Feature extraction was then performed on the 120 features produced by the Autoencoder
using a Convolutional Neural Network (CNN). From the training process, a set of 50 features was
selected as the final output of the extraction. This selection was based on computational time
considerations, as 50 features resulted in the shortest processing time compared to larger feature
sets. Additionally, the number of 50 features was deemed sufficiently representative to retain
essential information from the reduced network traffic data while also minimizing the complexity
of'the classification model. Using fewer than 50 features poses a risk of losing critical information,
which could negatively affect classification accuracy. To ensure that the CNN feature extraction
process functioned effectively, an analysis of the training and validation loss curves was
conducted, as shown in Figure 7. The curves exhibit a stable downward trend with no significant
gap between the training and validation losses, indicating that the CNN model did not experience
overfitting.

—e— Training Loss
Validation Loss

Loss (MSE)

T T y u T T
0 10 20 30 40 50
Epoch

Figure 7. CNN Training and Validation Loss Curve

The features extracted by the CNN were then used as input for the XGBoost classification
model. The dataset was split into two parts, with 80% allocated for training and 20% for testing.
Evaluation results on the training data demonstrated very high performance, with accuracy,
precision, recall, and F1-score all reaching 99.78%. The confusion matrix also indicated that the
model was able to correctly classify nearly all data points, showing no signs of overfitting since
the performance did not reach a perfect score of 100%, as presented in Table 4.

Table 4. XGBoost Performance

Evaluation Metrics | On Data Training | On Data Testing
Accuracy 99.78% 99.20%
Precision 99.78% 99.21%

Recall 99.78% 99.20%
F1-Score 99.78% 99.20%
Training Time 9.55 seconds
Testing Time 0.09 seconds
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Confusion Matrix on the Testing Set

True Label

Predicted Label

Figure 8. Confussion Matrix

When tested with the testing data, the model maintained consistent performance with an
accuracy of 99.20% and comparable precision, recall, and F1-score values. As shown in Figure
8, the confusion matrix for the test data demonstrates a very good classification distribution, with
minimal classification errors that are sparsely spread across several classes. The consistency in
performance between the training and testing data indicates that the feature reduction and
extraction processes successfully simplified the data without degrading the model’s performance.
It also demonstrates that XGBoost is capable of efficiently classifying network traffic with strong

generalization ability.
Table 5. Model Comparison Results

F1-
Algorithm Accuracy | Precision Recall Score Training Time Testing Time
Hybrid (Autoencoder o 0 o o 138.97 + 107.67 +9.55 =
+ CNN + XGBoost) 99.20% 99.21% 99.20% 99.20% 256,19 seconds / 4.27 minutes 0.09 seconds
XGBoost 99.98% 99.98% 99.9 % 99.97% 24.7640 seconds 0.11 seconds
CNN 99.92% 99.93% 99.92% 99.93% 464.83 seconds / 7.75 minutes 1.33 seconds

Compared to the CNN and XGBoost models alone, as shown in Table 5, the CNN model
required the longest training time of 464.83 seconds, with a testing time of 1.33 seconds. Although
its performance was high (99.92%), the computational load was significantly heavier because
CNN had to process high-dimensional data without prior dimensionality reduction. On the other
hand, the standalone XGBoost model was the fastest and most accurate, with a training time of
only 24.76 seconds and performance reaching 99.98%. However, this speed is achievable only
under optimal conditions, such as the availability of high computational resources and well-
preprocessed data. When handling data with a very large number of features, the efficiency of
XGBoost can decline due to the substantially increased computational burden.

Therefore, the hybrid model that combines Autoencoder, CNN, and XGBoost offers a
more balanced solution for handling large-scale data with complex features. Unlike Autoencoder
and XGBoost, which reduces dimensionality but lacks the ability to capture local feature
interactions, or CNN and XGBoost, which can extract patterns but may struggle with very high-
dimensional inputs, the three-way combination leverages the strengths of each method. The
Autoencoder functions to efficiently reduce the initial dimensionality without losing important
information, resulting in more compact features that are easier for the CNN to process. The CNN
then extracts relevant local patterns from these features and produces a denser representation.
This extracted output is subsequently used as input for XGBoost, which performs the final
classification with a significantly lighter computational load because it processes only the features
processed by the Autoencoder and CNN rather than the entire original feature set. This is
evidenced by the training time of XGBoost within the hybrid pipeline, which is only 9.55
seconds—much shorter compared to the standalone XGBoost model’s 24.76 seconds. Although
the total training time of the hybrid model is longer, at 256.19 seconds, its testing time is only
0.09 seconds, faster than both the CNN and standalone XGBoost models. With this efficiency,
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the study results indicate that the hybrid approach not only delivers competitive classification
performance but also provides advantages in system stability and scalability, making it more
adaptive for real-world scenarios with large data volumes and limited computational resources.

Table 6. Comparison with Previous Studies

Author Algorithm Accuracy
Naive Bayes 20.75%
[20] Naive Bayes + Kernel Density 37.65%

Fast Correlation-Based Filter + Naive Bayes 93.38%
Fast Correlation-Based Filter + Naive Bayes 93.73%

DNN + K = 10 folds 99.15%
[38] KNN 98.90%
SVM 98.56%
[39] CMSVM (Cost Sensitive Multi-Class SVM) 94%
[40] SOM-K (Self Organizing Maps KMeans) 90%

This Study Hybrid (Autoencoder + CNN + XGBoost) 99.20%

As supporting evidence for the performance of the developed approach, this study
compares the hybrid model’s performance with several methods previously used in related studies
on the same dataset, as shown in Table 6. Conventional methods such as Naive Bayes, even when
combined with the Fast Correlation-Based Filter, were only able to achieve a maximum accuracy
of 93.73%. Other approaches, such as CMSVM and SOM-K, recorded accuracies of 94% and
90%, respectively. Meanwhile, deep learning-based methods, such as the Deep Neural Network
with 10-fold cross-validation, achieved an accuracy of 99.15%, slightly below the results of the
hybrid model in this study.

The hybrid model combining Autoencoder, CNN, and XGBoost achieved a performance
0199.20%, demonstrating superiority in terms of accuracy compared to other approaches, whether
based on single machine learning models or deep learning. In terms of efficiency, the total training
time of 256.19 seconds and testing time of 0.09 seconds are considered fast compared to other
methods, especially deep learning approaches such as DNN, which typically require longer
training times due to cross-validation processes and high network complexity. This indicates that
the hybrid approach is not only accurate but also capable of maintaining overall process
efficiency.

Thus, the evaluation results demonstrate that the proposed hybrid approach not only
excels in performance but is also computationally efficient and capable of handling large-scale
data challenges. The combination of Autoencoder, CNN, and XGBoost helps to gradually
simplify feature complexity, enabling the final classification process to be faster and lighter.
While a more extensive sensitivity analysis, such as varying SMOTE ratios or testing different
feature dimensions, was not included within the scope of this study, the experiments already
incorporated multiple encoding dimensions for the Autoencoder, which provided an indication of
model robustness. Future research could expand this aspect to systematically evaluate the effect
of different data balancing strategies and feature variations. Therefore, this model is worthy of
consideration as a reliable and scalable solution in the development of artificial intelligence-based
network traffic detection systems.

4. CONCLUSION

This study proposed a hybrid classification model for network traffic analysis by
integrating Autoencoder, CNN, and XGBoost. The model was designed to reduce feature
dimensionality, extract higher-level representations, and perform efficient classification on large-
scale data. Experimental results showed that the hybrid model achieved an accuracy of 99.20%,
with a total training time of approximately 256.19 seconds and a testing time of 0.09 seconds,
indicating that the approach delivers competitive classification performance while maintaining
fast inference.
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As shown in Table 5, standalone XGBoost attained the highest accuracy of 99.98%, while
CNN also achieved a competitive result but with significantly higher training and testing times.
The hybrid pipeline, although slightly lower in accuracy, provides more balanced advantages by
controlling feature complexity, reducing input redundancy, and achieving the fastest inference
(0.09 seconds) compared to CNN (1.33 seconds) and XGBoost (0.11 seconds). When compared
with previous studies on the Moore dataset, the proposed model remains competitive and
demonstrates adaptability for large-scale environments. These findings suggest that the hybrid
approach constitutes a reliable and scalable solution for network traffic classification and can
serve as a foundation for further research and development in more dynamic settings such as loT
ecosystems or cloud-based infrastructures.
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