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Abstract

The development of Indonesian financial technology (fintech) has transformed the
financial industry paradigm but has also introduced significant information security risks,
particularly for technology-based companies. The fintech companies should establish IT
governance through an Information Security Management System (ISMS) that adheres to
international standards, ensuring the confidentiality, integrity, and availability of information.
This work adopts a qualitative approach, deploying observations, interviews, and literature
reviews on Indonesian fintech companies, especially in the digital banking fields, payment
gateways, and digital wallet platforms. This study is to identify information security risks and
assess the readiness and feasibility of implementing ISO/IEC 27001:2022 using the KAMI Index
5.0, which evaluates domains such as policy, governance, risk management, access control,
incident management, asset management, and personal data protection. The research findings
indicate that the electronic system of fintech companies plays a strategic role in supporting
sustainability and business growth, with an implementation score of 809 and a fairly good level
of information security feasibility. In conclusion, this reflects the company’s readiness for further
information security implementation. The system not only supports basic operations but also
serves as a key element in achieving business objectives, both internally and externally, including
regulators, banking partners, and customers.

Keywords— Financial Technology, KAMI index, ISO/IEC 27001, Information Security
Management System (ISMS), IT Governance

1. INTRODUCTION

The Indonesian Fintech Development has become a phenomenon changing the financial
industry, either in methods or paradigms. Since the early 2010s, the growth of the Indonesian
digital economy has rapidly developed and has provided a boost for innovation, particularly in
the fintech sector. Fintech is an innovation in the financial sector that allows financial transactions
to be conducted more effectively, efficiently, and conveniently [1][2]. A strong internet
penetration rate and rapid growth in smartphone users have created significant opportunities for
various fintech companies to meet the financial needs of the community through a wide range of
services [2].

The progressive support government promotes financial technology innovation, such as
the fintech ecosystem for regulation issuances, which played a crucial role in the growth of this
sector [3]. The Various financial transactions supporting electronic digital technology systems
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refer to fintech utilization, undertaking several issues more effectively and efficiently. Various
types of commonly used digital financial technologies include digital wallets, payment gateways,
and digital banks. Its use is very convenient, as it only requires a smartphone, which is always
carried by most people, eliminating the need for cash and physical cards, where the technology
only uses internet-based applications designed to store electronic money and facilitate
transactions [4][5]. The Indonesian fintech brings many positive impacts; on the other hand, there
are negative impacts concerning regulators and consumers. One of the negative impacts that has
become a major risk factor is the issue of information security and data privacy protections
[61[7][8].

The risk of information security, especially in companies based on information
technology, is quite significant [9]. Therefore, the companies need to describe to the risks related
to information security by IT Governance implementing in the form of an Information Security
Management System (ISMS) which designed according to international standards that can ensure
the confidentiality, integrity, and availability of information by applying a more effective and
efficient risk management process to identify the information security implemented in the
companies [7][10][11].

However, previous studies on ISMS implementation in fintech companies have largely
focused only on general frameworks and guidelines without systematically evaluating the
readiness levels of these companies using structured and standardized assessment tools. There is
a lack of research that specifically measures the preparedness and feasibility of fintech companies
to implement ISO/IEC 27001:2022 certification through comprehensive readiness assessments,
such as the KAMI Index 5.0. This gap limits understanding of how well fintech companies can
adopt international information security standards and what specific areas require improvement
before certification. Therefore, a prior evaluation process using the KAMI Index 5.0 is necessary
to determine whether the fintech company is ready and eligible to undergo the ISO/IEC
27001:2022 information security certification, among others. Generally, fintech companies use
electronic systems to run their business processes, and the KAMI Index 5.0 is commonly used to
assess the readiness and feasibility of the information security used in those companies [12][13].

This research was conducted using a qualitative approach by applying observation,
interviews, and literature review methods on several fintech companies in Indonesia, specifically
in digital banking, payment gateways, and digital wallets. The aim was to identify risks related to
information security, particularly in fintech companies in Indonesia, measure the level of
readiness and feasibility of information security using the KAMI Index 5.0 in preparation for
implementing ISO/IEC 27001:2022 [14]. The results of this research will provide an overview of
the extent to which fintech companies in Indonesia are ready and feasible in implementing an
Information Security Management System, and what recommendations should be made in the
control process.

2. RESEARCH METHODS

The Information Security Index KAMI 5.0 is used as an evaluation criterion to measure
the readiness, maturity level, and completeness of information security and compliance with the
ISO/IEC 27001:2022 standards. The need for information security compliance regulations in
fintech companies can be addressed before undergoing the assessment process. The KAMI Index
is one of the structured framework tools used to assess the feasibility and readiness for data
security implementation [15]. KAMI Index evaluates multiple domains, including policy,
governance, risk management, access control, incident management, asset management, and
personal data protection. By mapping the gap analysis results onto the KAMI Index, the
researchers were able to quantify each company’s current security posture and maturity level,
ranging from initial (Level I) to optimal (Level V). This assessment provided a clear, standardized
measure of how prepared the companies were to implement ISO/IEC 27001:2022. The results of
the KAMI Index assessment become one of the valid evaluation tools used to assess the security
of electronic systems and information security. The evaluation process was carried out through
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interviews process on topics related to fintech, such as the categories of electronic systems used,
information security governance, information security risk management, information security
frameworks, information asset management, technology, personal data protection, and several
information security supplements regarding third parties.

Through the interview process, the development of the fintech electronic system, which
is one of the subjects of this research, was also discussed, including the OWASP Top 10 standard,
which is one of the standards for evaluating information security in the development of an
electronic system. This standard includes a list of 10 (ten) security vulnerabilities based on
exploitability, general prevalence, detectability, and impact [16][17]. The main purpose of KAMI
Index 5.0 is to evaluate the fintech company's readiness and maturity level for ISO/IEC
27001:2022 information security certification with respect to "Information Security,
Cybersecurity and Privacy Protection — Information Security Management System".

The evaluation phases in the KAMI Index 5.0 are divided into two categories: readiness
status assessment (Figure 1) and maturity level assessment in the implementation of security
measures (Figure 2). This maturity level is used as a tool to report the mapping and assessment
of information security readiness, which is defined into 5 levels: maturity level I describes the
initial condition where the company is not yet mature enough to implement information security,
maturity level II describes the company has only reached the implementation of the basic
framework, maturity level III describes the company has a defined and consistent maturity,
maturity level IV describes the company has well-managed and measurable maturity, and
maturity level V describes the company has optimal maturity.

ELECTRONIC SYSTEM CATEGORIES

Low Final Score Readiness Status
0 247 Mot Feasible
10 15 248 143 Need Improvement [Fullfilment of Basic Framework]
144 760 Quite Good
TE1 316 Good
High Final Score
1] 387 Mot Feasible
16 24 388 646 Need Improvement [Fullfilment of Basic Framework])
647 828 Ruite Good
8249 316 Good
Strategic Final Score
L 127 Not Feasible
15 50 173 TBD Need Improvement [Fullfilment of Basic Framework])
761 &64 Ruite Good
B6S 916 Good

Figure 1. Correlation of Electronic System Categories with Readiness Status
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Figure 2. Range of Maturity Levels of the KAMI Index 5.0

ISO/IEC 27001:2022 is one of the internationally recognized frameworks for information
security management, aimed at evaluating and improving data security to ensure that companies
have an effective and reliable security system. Its implementation encompasses three main
aspects: confidentiality, integrity, and availability [18][19]. The aspect of confidentiality refers to
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efforts made to ensure that the data stored within the company remains protected and can only be
accessed by individuals who are authorized to access it. The aspect of integrity is a principle that
guarantees that the data stored, processed, and used within the company remains accurate,
undisturbed, and unmodified by unauthorized parties. The aspect of availability is a process that
ensures that the data stored within the company is always available and can be accessed according
to the business needs of the company [20][21]. By mapping several standards related to ISO/IEC
27001:2022 with the KAMI Index, a correlation will be obtained regarding the level of readiness
of the company in implementing the Information Security Management System. Through the
evaluation process, improvement recommendations will be provided, which will later be used as
a basis for controlling the planning and implementation process of the company's information
security management [22].

The implementation method used in this research is the Plan — Do — Check — Act (PDCA)
method because it is a proven, valid method in the process of implementing an Information
Security Management System in a company [23]. The PDCA method consists of 1 cycle that
includes 4 stages, namely the Plan stage, where the planning process is made based on
recommendations from the evaluation to improve the company's information security
management system. the Do stage, the process where recommendations from the evaluation are
executed and implemented as a reference for the improvement of the company's information
security management system. the Check stage, used as a phase in collecting or obtaining
information related to the company's information security management system. Meanwhile, the
Act stage is an evaluation of the implementation of the company's information security
management system.
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Figure 3. Plan Do Check Act Method for Implementation Planning

The PDCA method in Figure 3 is believed to be one of the practical models for continuous
improvement processes for an organization. The PDCA method can be initiated at any initial
stage, but it is generally started from the Plan stage, which is the planning stage, or from the Act
stage, which is the evaluation process, and the cycle begins again for further improvement
following the flow depicted by the PDCA method [24]. The findings at the Act stage can provide
useful information for practitioners looking for ways to improve their organization's performance
at the planning stage.
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Figure 4. Research Stages in Assessing ISO/IEC 27001:2022 Implementation Readiness

The stages in this research are carried out in several phases. Initially, problem
identification was conducted through data gathering involving observations, interviews, and
literature study. The study focused on a single fintech company operating in Indonesia, selected
based on the following criteria: active operation in the fintech sector (digital banking, payment
gateways, or digital wallets), willingness to participate in the study, and having implemented or
planning to implement information security management systems. Although the sample size is
limited to one organization, this case study approach allows for an in-depth qualitative analysis
of the company’s information security readiness and maturity. Data gathering was conducted
through a combination of qualitative methods to ensure a comprehensive understanding of the
information security practices within the fintech companies. Semi-structured interviews were held
with key personnel responsible for IT management, security, and compliance to gather in-depth
insights on policies, risk management, and operational controls. Direct observations of the
company's electronic systems and security protocols were carried out to verify the practical
implementation of stated policies. Additionally, documentation reviews were performed on
existing security policies, procedures, and compliance reports to validate and supplement the
interview and observation data. This triangulation of data sources helped to ensure the reliability
and completeness of the collected information. Following data gathering, a gap analysis was
performed to identify findings between current practices and information security standards. The
collected data were systematically processed by categorizing the current information security
practices against the requirements of the ISO/IEC 27001:2022 standard. The analysis revealed
areas where policies were either incomplete or inconsistently applied, weaknesses in risk
management processes, insufficient access control mechanisms, and gaps in incident management
and personal data protection. Next, A specific risk analysis related to information security was
conducted, which evaluates domains such as policy, governance, risk management, access
control, incident management, asset management, and personal data protection, with the results
mapped to the KAMI Index 5.0 framework. Subsequently, an evaluation process was carried out
to assess readiness and feasibility. Based on this mapping and evaluation, tailored improvement
recommendations were developed and communicated to the fintech companies. These
recommendations form the basis for planning the implementation of enhancements as part of the
preparation for information security certification, including ISO/IEC 27001:2022, with a
particular focus on aspects related to information security as seen in Figure 4.
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3. RESULT AND DISCUSSION

The electronic system category determination score is used to evaluate the readiness level
of the electronic system in use, with three evaluation criteria: low level, high level, and strategic
level, as shown in Figure 5.

Implementation

Readiness Status
Score

Readiness Assessment Indicator

Determination Category of Electronic

Systems Score 38 Strategic

Maturity Level Assessment Indicator Implementation  Maturity Final Score Feasibility
Score Level Status
Governance Evaluation Score Level ll+
Infurmaflun Security Risk Management B Level I+
Evaluation Score
Framework Evaluation Score 174 Lewel I+
Ascet Management Evaluation Score 1 Lewelll a03 Cluite Goad
Technu_lugy and Information Security 180 Level I+
Evaluation Score
Personal Data Protection Evaluation
ad Lewalll

Score

Supplementary Assessment Indicator

[Third-Party Security Headiness]
Evaluation of Security Involvement of
Third-Parny Service Providers Score

Implementation Score

93

Figure 5. Results of the KAMI Index 5.0 Evaluation on Indonesian Fintech Companies

Based on the evaluation results from the research, the fintech company's electronic system
received a score of 38, placing it at a strategic level. It can be concluded that the fintech company's
electronic system is not only used for basic operations in business processes but also plays a
strategic role in ensuring the company's sustainability, efficiency, and growth in the future. The
fintech company's electronic system becomes a crucial element in supporting the company's
business objectives, both internally and externally, related to third parties such as regulators,
banking partners, and customers who are users of the fintech electronic system. This fintech
electronic system complies with government regulations, such as legislation, and possesses
licenses and guarantees from domestic and foreign banking institutions, as well as high scalability
and integration with other electronic systems.

The maturity level assessment indicator for fintech companies received a final
implementation score of 809, with a fairly good evaluation criterion, indicating that the company
is sufficiently qualified to undergo information security certification. The assessment is divided
into 6 evaluation categories, namely governance evaluation, which received an implementation
score of 114, valid for maturity level III+. The symbol + indicates that the fintech company
already has a defined and consistent governance maturity level III, but has not yet fully reached
level IV. The evaluation of information security management received an implementation score
of 66, the framework evaluation received an implementation score of 174, and the evaluation of
technology and information security received a score of 180, all of which are valid for achieving
a maturity level of Il1I+. These scores indicate that the fintech company has not yet attained level
IV, but it already possesses a well-defined, consistent framework, and it already has maturity in
managing information security technology. Asset management evaluation, the fintech company
received a valid implementation score of 191 for maturity level II, which means it has met the
requirements for implementing the basic framework. Regarding the assessment of personal data
protection, it received a valid implementation score of 84 for maturity level III, indicating that it
is clearly defined and continuously conforms with the laws and rules pertaining to personal data
protection set forth by the government and banking partner organizations.

The security readiness indicator for third-party involvement in fintech companies
received an implementation score of 93%, which means the company is ready and has prepared
its partners in terms of completeness, compliance, consistency, and effectiveness of the security
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mechanism implementation related to risk and control, including operational services from
external parties such as regulators and partners.

KAMI Index versi 5.0

OG0 2025 Zkor Kategori 5E . 38 ZE Categor Strateqic
Fintech Company
Final evaluation result: .
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Figure 6. Evaluation Results of Indonesian fintech’s Information Security Feasibility and Readiness

According to the final evaluation of the data security situation of fintech companies in
Indonesia, in Figure 6, it was discovered that the condition of electronic systems in fintech firms
is currently at a critical stage, with a reasonably good feasibility level for performing data security
certification. Drawing from insights gained through interviews and observations, several
recommendations should be put forward to enhance data security in fintech firms. These involve
ensuring that all data protection policies are thoroughly recorded, effectively communicated,
successfully socialized, and regularly updated to maintain relevance and adherence to best
practices. Incorporating access control, monitoring, logging, risk management, and oversight of
security incidents is essential, along with creating detailed evaluation metrics to ensure all aspects
are regularly assessed and documented. Additionally, implementing a well-defined Service Level
Agreement (SLA) for issue resolution, utilizing a ticket management system, and performing
analytical security assessments can aid in tackling data breach vulnerabilities and prevent future
violations. Additional recommendations include enhancing employee training programs to
increase awareness and skills in cybersecurity practices, integrating digital security monitoring
tools to detect and respond to threats in real time, and establishing more robust collaboration
mechanisms with third-party partners and regulators to ensure comprehensive security coverage
across the fintech ecosystem. Additionally, fintech firms should adopt a continuous improvement
strategy by consistently revisiting and enhancing their Information Security Management System
(ISMS) in line with evolving standards such as ISO/IEC 27001:2022 and emerging cybersecurity
threats. These actions will strengthen the overall security stance and support economic growth in
the competitive fintech environment.
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4. CONCLUSION

The results of the study indicate that fintech companies' electronic systems are crucial to
their long-term viability and expansion. With a score of 38, this system not only supports basic
operations but also serves as a crucial element in achieving business objectives both internally
and externally, including third parties such as regulators, banking partners, and customers. The
electronic system of the fintech company has also complied with government regulations and
possesses licenses and guarantees from banking institutions, both domestic and international, with
high scalability and integration capabilities. In terms of management maturity, the fintech
company achieved an implementation score of 809, indicating a "fair" criterion, which suggests
that the company is ready for information security certification. The assessment of the six
evaluation categories shows that corporate governance, information security management,
framework, and information security technology are also at maturity level I1I+. Meanwhile, asset
management is at maturity level I, indicating that the company still needs to strengthen the basic
framework that has been implemented, while personal data protection is at maturity level III,
demonstrating a good understanding, consistency, and compliance with applicable personal data
protection regulations. Additionally, the readiness of third-party security received a score of 93%,
indicating the company's preparedness in ensuring compliance and the effectiveness of security
mechanisms applied to partners and external parties such as regulators. Thus, it can be concluded
that the fintech company has achieved a good level of maturity in managing various aspects of
regulatory compliance, information security, operations, and electronic system management. This
study has several limitations in fintech companies, especially the ISMS readiness of the ISO/IEC
27001:2022 certification.

For future research, it is recommended to conduct a more thorough investigation of the
elements affecting the attainment of maturity levels in the electronic systems of fintech
companies, especially those pertaining to asset management and personal data protection. Further
research can also examine how fintech companies can enhance the integration of their electronic
systems with external parties, such as regulators and banking partners, to achieve a higher level
of maturity. Furthermore, along with the development of increasingly complex cyber threats,
research needs to expand its focus on evaluating the readiness of companies to face potential risks
and dynamic regulatory changes. Further research is expected to provide insights into the
obstacles faced by fintech companies in achieving Level IV maturity, as well as identifying
strategies that can be implemented to accelerate its attainment and ensure the sustainability of
more efficient and secure electronic systems.
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