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Abstract

Based on CHAQOS 2020: Beyond Infinity Overview, reported by the Standish Group,
only 31% of IT projects were successfully implemented, while 50% of projects were challenged
and 19% of projects failed. Many project managers less awareness about SRM and have a
partial understanding of risk. The purpose of this study is to develop a project risk management
framework for listing companies in the information technology sector. The sample for this study
is 35 annual reports of technology companies listed on IDX. This study identified 122 types of
project risks from 33 companies' annual reports. This study uses an exploratory study
approach. The proposed framework includes three stages, namely the root cause, risk
assessment, and performance stages. At the root cause stage, the identification of risks from
elements of the business environment becomes the basis for measuring risk treatment. In the
next stage, the identified risk treatment is measured through identify, analysis, and verification
activities with the support of communication, documentation, and evaluation. The measurement
results are classified into three major dimensions, namely cost, time, and quality. The final
stage of the framework is in the form of residual performance risk and a risk mitigation action
plan.

Keywords— Risk Management, Project Management, Project Risk Framework, Listing
Company, Project Risk Framework

Abstrak

Berdasarkan laporan CHAOS 2020: Beyond Infinity Review yang diterbitkan Standish
Group, hanya 31% proyek Tl yang berhasil dilaksanakan, sementara 50% proyek sangat
tantangan dan 19% proyek gagal. Banyak manajer proyek yang kurang memiliki kesadaran
tentang SRM dan hanya memiliki pemahaman parsial tentang risiko. Tujuan dari penelitian ini
adalah untuk mengembangkan kerangka manajemen risiko proyek untuk perusahaan listing di
sektor teknologi informasi. Sampel penelitian ini adalah 35 laporan tahunan perusahaan
teknologi yang terdaftar di BEI. Penelitian ini mengidentifikasi 122 jenis risiko proyek dari 33
laporan tahunan perusahaan. Penelitian ini menggunakan pendekatan studi eksploratif.
Kerangka kerja yang diusulkan mencakup tiga tahap, yaitu tahap akar permasalahan, penilaian
risiko, dan tahap kinerja. Pada tahap akar permasalahan, identifikasi risiko dari elemen
lingkungan bisnis menjadi dasar pengukuran penanganan risiko. Pada tahap selanjutnya,
identified risk treatment diukur melalui kegiatan identifikasi, analisis, dan verifikasi dengan
dukungan komunikasi, dokumentasi, dan evaluasi. Hasil pengukuran diklasifikasi menjadi tiga
dimensi besar yaitu biaya, waktu, dan kualitas. Tahap akhir dari kerangka tersebut berupa sisa
risiko kinerja dan rencana aksi mitigasi risiko.

Kata kunci— Risk Management, Project Management, Project Risk Framework, Listing
Company, Project Risk Framework
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1. INTRODUCTION

I n 1989, Barry W. Boehm pioneered a specific discussion regarding Software Risk
management (SRM). The study became the starting point for more in-depth studies in the
1990s. Boehm and Charette's study became the main foundation for the establishment of the
Software Engineering Institute (SEI), which currently acts as an archetype in several references
in the risk management literature [1]. According to the 2018 Project Management Institute
report, on average, for every $1 billion invested in projects, there is a loss of $99 million [2].
Even though risk assessment frameworks such as ISO 31000:2018 have been developed, it is
undeniable that most systems are never completed or fail to operate effectively and efficiently
[3] [4]. Based on CHAQS 2020: Beyond Infinity Overview, reported by the Standish Group,
only 31% of IT projects were successfully implemented, while 50% of projects were
challenged and 19% of projects failed [5]. These results are in accordance with a study [6],
which found that 80% of ICT projects experience delays in completion, with an average delay
of up to 40 months. Many project managers less awareness about SRM and have a partial
understanding of risk [7]. This is reinforced by a study [7], which places communication risk as
the biggest risk in IT project management. The probability of IT project failure is also
influenced by risks that are not measured systematically, even though project risk management
is one of the nine knowledge areas in the Project Management Body of Knowledge (PMBOK).
Conceptually, the risk assessment framework develops based on current issues. Study resulted
in an updated risk assessment framework based on 1SO 31000:2018 for virtual/collaborative
enterprises. Strategies to overcome problems (risks) with stakeholders can be solved with a
game-theory-based intervention framework [8]. The risk project management framework
develops along with software development methods such as Distributed software development
(DSD) [7]. Scrum development [9], or Exploration, Preparation, Implementation, Sustainment
(EPIS) [10].

Software development project risk management is a conceptual framework for
identifying software development project risks that are dependent on project characteristics, the
project risk management team, risk identification techniques, and project quality at the level of
project risk. A study Cai et al. (2022) shows that risk is not a single condition but an
aggregation of several conditions [11]. Risk aggregation is defined in the context of a risk
scenario as a combination of probabilities and implication consequences, which are described
by discrete or continuous parameters. Risk aggregation is described in a risk matrix with the
dimensions of likelihood and consequence. To assist management in calculating project risk,
several studies offer the use of machine learning algorithms. The techniques used to measure
project risk models can be linear regression [12], semi-supervised learning [13], Artificial
Neural Networks (ANN) [8] [9] [14]. In addition, decision support models such as the Analytic
Hierarchy Process (AHP) can still be used [15].

Based on data from the Indonesia Stock Exchange (IDX) for 2022, there are 41
technology companies listed on the exchange. IDX and the Indonesian Financial Services
Authority (OJK) require exposure to corporate governance, including risk management. Listing
companies in the technology sector are divided into new, major, development, and accelerated
economies. The New Economy Board is a listing board that is equivalent to the Main Board.
Companies can be listed on the New Economic Board if they fulfill the requirements for being
listed on the Main Board and have special characteristics determined by the Exchange. These
unique qualities include high revenue growth, using technology to develop product or service
innovations that boost productivity, economic growth, and social benefits, as well as entering
the Exchange-designated business sector. The Main Board is intended for prospective issuers
who are large companies and already have a good financial track record, while the Development
Board is intended for companies that have not been able to meet the listing requirements of the
Main Board and have not recorded a net profit. The Acceleration Board is a listing board for
companies with small and medium-scale assets (SMEs). This board is to encourage more SMESs
to conduct an initial public offering as a form of fundraising for expansion.
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The purpose of this study is to develop a project risk management framework for listing
companies in the information technology sector. The study [1] builds a risk assessment
framework based on project characteristics, the project risk management team, risk
identification approaches, and project quality. The framework that the study produced is
different from the 1SO 31000:2018 framework, which focuses on the identification of risk, the
risk analysis, and the risk evaluation The development of the ISO 31000:2018 framework in the
Scrum development process identifies six fundamental project risk management areas, namely
plan risk management, risk identification, perform qualitative and quantitative analysis, plan
risk response, implement risk response, and monitor risk [9]. Meanwhile, the DSD model
defines four risk areas, namely communication, cultural differences, knowledge management,
and coordination [7]. A study [3] proposed a framework called 4PTRB, which includes people,
product, project, risk, process, technology, and business management areas. The framework
used in this study is similar to the software risk attributes according to Keil, namely product
size, customer characteristics, business impact, process definition, technology to be built, staff
size and experience, and development environment [12]. This study continues the study [1]
which proposed the SRM conceptual framework. The study focuses on developing a conceptual
framework by adapting 1SO 31000:2018 and taking into account risk aggregation [11]. This
study is expected to produce a conceptual framework that is implementable and more adaptive
to environmental conditions. This study used an exploratory technique, in contrast to studies
[12], [13], and [14] which extracted data using machine learning algorithms to obtain the most
accurate risk measurement results. This study will focus on data extraction to develop a project
risk measurement framework.

2. METHODOLOGY

The population of this study is 41 companies that are included in the technology
category according to IDX records in 2022. The sample selection technique used purposive
sampling with company criteria that include project risk management exposure in the annual
report published in 2022. Based on this sample selection technique, 35 annual reports of
technology companies listed on IDX were selected. The research variable in this study is project
risk management exposure, which is a part of good corporate governance exposure. Project risk
management is a conceptual framework for identifying software development project risks that
focuses on the identification of risk, the analysis of risk, and the evaluation of risk.

This study uses an exploratory study approach by conducting searches, especially in
consolidating concepts that will be used in a broader scope of research with a larger conceptual
range. Explorative research is flexible; it tends not to be structured in a standard way, and the
sample size is relatively small or limited. The exploratory research in this study combines
guantitative methods to measure risk and qualitative methods to extract data to develop a project
risk measurement framework.

The study carried out five stages to obtain conclusions, which are shown in Figure 1,
namely (1) identification of research problems; (2) literature reviews; (3) data collection and
preprocessing; (4) exploration framework analysis; and (5) rebuilding the project risk
framework. We identify at least two problems: most systems are never completed or fail even
when risk assessment frameworks are developed and risks are not measured systematically. This
problem triggered us to explore the literature about SRM, PMBOK, and the project risk
management framework. Then, we collect data from IDX and perform data preprocessing (risk
identification, summarization, and classification) so that the data is ready for analysis.
Exploration Framework Analysis includes project risk review, exploring several project risk
management framework's attributes, and then exploring the probability of rebuilding the project
risk management framework from the data. In the last stage, we rebuilt the project risk
framework, which includes the proposed project risk management framework visualization and
evaluation.
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Figure 1. Research Framework

3. RESULTS AND DISCUSSION

We identified two main issues with the project risk framework. First, most systems are
never completed or fail even when risk assessment frameworks are developed. A project
manager should have the competence to plan and monitor projects carefully using a broad set of
knowledge, techniques, and tools. Project management competence is reflected in the maturity
model, which describes the level of development of an organization by assessing its current
performance [16]. However, many project managers think risk analysis is just an administrative
job. Usually, this occurs at the initial and premature level of maturity. Second, risks are not
measured systematically. Project management tends to measure risk partially, focusing on one
area only so that the risk can be measured. This results in non-comprehensive risk measurement
results and risk bias in decision-making.

ISO 31000:2018 stipulates three main parts in project risk management: principle,
process, and framework. The risk management process consists of three dimensions:
communication and consultation; monitoring and review; and recording and reporting. The risk
assessment process consists of three activities: risk identification, risk analysis, and risk
evaluation. In its development, this framework is developed into a risk assessment framework
that can be implemented in a more specific SDLC method. Table 1 shows the 12 framework
areas compiled from previous research. Half of those frameworks can be implemented in the
general project management area. Several studies have developed frameworks for more specific
fields according to certain system development life cycle (SDLC) methods. For example, study
[7] develops a framework for the Distributed Software Development (DSD) method and study
[9] specializes in the Scrum development method.
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Table 1. Project Risk Framework Literature

Study | Framework area Framework attributes
project characteristics, project risk management team, risk
[1] | Project Management identification approaches, and project quality on the level of
project risk
3] Software Project people, process, product, project, technology, risk, and
Management business (4PTRB)
Distributed software | . . .
[7] development (DSD) identify, evaluate, respond, monitor
[8] | Project Management remember, understand, apply, analyze, evaluate, transfer
plan risk management, risk identification, perform qualitative and
[9] | Scrum development quantitative analysis, plan risk response, implement risk response,
and monitor risk
H;} Agile Project approach risk, organizational risk, process risk, business risk,
[19] Management technology risk, and monitoring and analysis risk
[20] Software Project Risk | analysis risk of product design, communication risk, human
Management resource risk and decision making risk.
[21] . complexity, learning, evidence, processes, infrastructure, high-
[22] Project Management level executive & their decision

[23] | Technological innovation | managerial discretion, risk aversion, and market regime

[24] | Project Management time, guality, and cost

analysis risk, project communication risk, schedule risk, risk of
system design, and risk of project cooperation

[26] | Project Management risk identification, the risk analysis, and the risk evaluation

[25] | Project Management

This study uses data from the annual reports of companies listed on the Indonesian
Stock Exchange. The population of this study is composed of companies listed on the
Indonesian Stock Exchange in 2023, totaling 853 companies. To select the research sample, a
purposive sampling method was used with the following criteria: 1) companies listed on the
Indonesian Stock Exchange for the 2021-2023 period; 2) companies in the IT sector; 3)
Companies that publish annual reports for 2022. Based on these criteria, 35 companies were
selected.

At the data preprocessing stage, the study will extract information related to risk
management exposure from the company's annual report. Exposure risk management is a
subsection of Good Corporate Governance. Based on our exploration, there are 33 companies
that report risk management exposure, and 2 companies do not mention risk management
exposure. This study identified 122 types of project risks from 33 companies' annual reports.
The results of this risk identification will be classified into the dimensions of people, process,
product, technology, and business [3] [27]. Figure 2 shows the distribution of identified risk
types among 33 companies. From 122 distributed risks, there are 63 business risks, 12 people
risks, 22 process risks, 9 product risks, and 16 technology risks.
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Figure 2. Risk distribution

Software risk management in software design is used to mitigate damage to software
modules [27]. Effective project management demands the optimization of project duration to
minimize total project time and cost [28]. In addition, the lower the risk of being one of the
seven project values, the more likely it is to get the project [29]. One of the classic problems
related to risk, namely the risk assessment steps, has not been explained in detail [30]. Though
Risk assessment is an important element of risk management, to be effective, it must be an
ongoing process [31]. This difficulty can also increase if the project is complex, so the
traditional single-company-oriented risk management approach is considered to produce limited
solutions [32]. Figure 2 shows that business risk is the highest risk in project management. This
risk can be in the form of competition risk, regulatory risk, financial risk, and macro or global
economic condition risk. In identifying risks, the project manager needs to consider risk
aggregation, where a combination of several areas of risk can accumulate into a larger risk. For
example, if foreign exchange risk rates tend to increase, this could be an indication of an
increase in global economic risk. In the next stage, this has the potential to increase interest rates
so that credit risk increases, which in turn can increase liquidity risk, which has an impact on
cutting a lot of costs to fund a project. This will certainly affect the quality of a project. Because
they are too preoccupied with user requirements and resources to work on projects, project
managers rarely conduct this comprehensive assessment of a number of risks.

To better identify project risks, a framework with a holistic paradigm is needed. In
conducting a risk assessment, 1SO 31000:2018 uses risk identification, risk analysis, and risk
evaluation activities. Even though there are a number of sub-activity lists and a list of questions
that go along with this activity, the project manager frequently ignores them because they
believe they have already completed the primary risk assessment activity. Before carrying out a
risk assessment, an assessment of risk treatment should be carried out based on the condition of
the company's business environment. To identify environmental conditions, we can use the
attributes proposed by studies [3], [20], dan [27]: people, process, product, technology, and
business. The people dimension is related to the human resources to be used, including
competence and labor costs. The process dimension is related to project operational risks,
including if there is a COVID-19 pandemic condition that changes work procedures. The
product dimension is related to the final product produced, the risk of implementation failure,
the risk of raw material logistics, brand, reputation, and licenses. The technological dimension
includes technological development, technological change, internet connectivity, and system
security. Finally, the business dimension is the most extensive dimension that must be identified
along with other units within an organization. This dimension includes competition risk,
regulatory risk, financial risk, and macroeconomic or global economic condition risk. In
guantitatively measuring these risks, there are several alternatives: the use of data-driven or
machine learning [33] [34], deep learning [35] [36] [37], a Bayesian approach [38], and decision
support systems [15] [39].
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ISO 31000:2018 provides three main dimensions in risk assessment: communication
and consultation; monitoring and reviewing; and recording and reporting. The communication
and consultation dimension aims to make stakeholders understand project risks. A study [40]
identifies these communication issues, including geographical distance, socio-temporal distance,
socio-cultural distance, team member's attitude, team issues, organizational and architectural
issues, and customer issues. The recording and reporting dimension aims to provide
documentation of risk management activities so that they can be taken into consideration when
making decisions. Meanwhile, the monitoring and review dimension aims to ensure and
improve the quality and effectiveness of process design, implementation, and results. This is
related to evaluation and continuous improvement so that risks remain at a controlled level.
Meanwhile, risk assessment activities include risk identification, risk analysis, and risk
evaluation [41]. Identification of risks observes data and then arranges risk priorities [42]. Risk
identification activities are efforts to identify, find, and describe the risks that prevent the
organization from achieving its goals. Its main activity is identification. Risk analysis activities
have a high variance, depending on the complexity, purpose of the analysis, and availability of
resources. Risk evaluation verifies the analysis results against established criteria to determine
the required additional policies. What has not been included in these three activities is the scope
and constraints of the risks being assessed. To overcome this issue, this study proposes three
dimensions of time-cost-quality trade-off, which can provide a more easily understood
description [24] [43]. Contraint time will certainly increase costs and reduce quality.
Meanwhile, the constraint on cost will increase project execution time and potentially reduce
quality. Even though the results show that investing more or spending more to get a resource
does not always lead to a reduction in recurring risk [44]. However, quality constraints certainly
increase the cost and time to work on a project.

Study [1] proposes a framework that does not yet exist in ISO 31000:2018, namely
project performance. In the study [45], it is proposed to interlink sustainability in project
portfolio management and project management, one of which discusses the concept of the
impact of a project. Project managers are encouraged to improve risk management practices so
that the average controlled residual risk is expected to decrease. However, as IT projects
develop more innovatively and rapidly, massive risks of unexpected uncertainty and chaos can
arise. The level of residual performance risk becomes a guide for project managers to formulate
the necessary risk mitigation so that project performance remains at an optimal level. Based on
this gap, this study proposes a more comprehensive framework for identifying and monitoring
risks so that they remain under control and the stages of project completion go according to
plan.

After the framework attributes can be identified, the next step is to make the framework
visualization easier to understand. Figure 3 shows the visualization of the proposed project risk
management framework. The proposed framework consists of three main stages: root cause, risk
assessment, and performance. The proposed framework adapts the concept of risk aggregation;
each stage of the framework can be aggregated to the next stage so that risk measurement and
monitoring are more holistic.
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Figure 3. Proposed project risk management framework

At the root cause stage, identification of the business environment is a key factor in
finding the right risk treatment. Identification of risks that are inherent in the business
environment can be sourced from five clusters: business, people, process, product, and
technology. The business cluster is the dimension with the widest coverage. This cluster is
closely related to financial risk. The level of depth of the project manager's analysis of business
risk is closely related to the time horizon and the company's organisational structure. A study
[46] shows that companies with subsidiaries seem to define their risk areas based on a longer
time horizon. After the risk treatment can be identified, it is followed by the risk assessment
stage. The risk assessment stage includes identification, analysis, and verification activities.
These three activities are a summary of the ISO 31000:2018 risk assessment activity. What is
different from 1SO 31000:2018 is that this framework provides guidelines for risk assessment
dimensions including time, cost, and quality. Continuous communication, documentation, and
evaluation support the risk assessment activities carried out. The results of the risk assessment
are in the form of potential residual performance risks. This residual performance risk results
from a combination of unpredictable risk and residual controllable risk. The results obtained
from residual performance risk become the basis for formulating appropriate risk mitigation for
the project to be implemented. With the right risk mitigation formulation, project performance is
expected to be at the level planned. One of the easiest ways to measure performance is to use a
cost-benefit analysis (CBA) approach [47] [48]. CBA can be enhanced by evaluating the
consequences and probabilities of opportunities and threats in terms of costs, evaluating the cost
effects of countermeasures, and identifying key trend indicators. [49]. The proposed framework
allows looping within one stage or between stages. The proposed framework allows a project
manager to draw connections between the environment and the risk mitigations formulated.

The proposed framework is then tested using the previously collected risk exposures. At
the root cause stage, the identified elements are quite diverse. The risks from the business
element are the most frequently disclosed. Only one sample does not explicitly disclose business
risk. Interestingly enough, as many as 29 sample companies did not explicitly disclose
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technology risks. Almost the same thing happened to the people, process, and product elements.
This finding indicates that the company has not explored in depth the elements of these risks,
focusing more on business risks. Even so, the company can still identify the risk treatment that
will be faced, of course, with the note that the measurement is still not holistic. For the risk
assessment stage, all samples have disclosed it; this is because all samples have adapted I1SO
31000:2018. As an implication of the initial identification, which emphasised too much on the
business sector, the risk dimensions that were disclosed were generally limited to the cost
dimension; the time and quality dimensions have not been explored in more depth. At the
performance stage, the extreme points are found in the residual performance risk and project
performance. Data shows that all companies have not disclosed residual performance risk, but
still disclose project performance, of course with disclosure standards that emphasise business
performance. At the risk mitigation disclosure stage, only 15 samples (45.5%) had documented
risk mitigation. As much as 54.5% still rely on leadership discretion in dealing with identified
risks. The company still does not have mitigation measures that can be used if the identified
risks actually occur.

Table 1. Tables of framework attributes exposed in the sample’s annual report

FrameworKk attributes Exposed Not Exposed
Root cause:

Identification of risk elements:

Business 32 1
People 13 20
Process 9 24
Product 8 25
Technology 4 29
Risk Treatment 33 0
Risk assessment:

Identifiy 33 0
Analysis 33

Verify 33

Risk dimension:

Cost 12 21
Time 0 33
Quality 0 33
Performace:

Residual performance risk 0 33
Mitigation risk 15 18
Project Performance 33 0

Taking risks is an integral part of human civilization [50]. Even if a project manager
does not know the term "risk management" that does not mean that certain risk management
practices are not implemented [51]. This is because most risk management models are related to
accumulating assets with imperfectly correlated returns, leading to diversification of risk
sources [52]. The main focus of risk management is to resolve uncertainties related to the
project completion process [53]. One of the things that affects a fairly large level of uncertainty
is the scope of work, impact, methods, or results [54]. This uncertainty is represented in the
proposed framework by identifying the business environment. The results of the framework
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evaluation show that the presentation of risk elements is only focused on business elements.
This will make it difficult for the project manager because the operational risk of the project
gets less attention. That's why the proposed framework includes technical elements to attract the
attention of top managers.

The proposed framework synthesizes ISO 31000:2018 and the study [1]. This study
adds root causes and performance stages. The root cause stage is an extraction of risk
identification in studies [3] [27]. The performance stage is a study attribute framework [1] that
we have developed by adding risk mitigation. At the risk assessment stage, this study adds three
dimensions of risk: cost, time, and quality. This is so that the project manager has a guide for
classifying risk measurement results that is easier to understand. The results of the framework
evaluation indicate that attention to the dimensions of time and quality is still lacking. The same
thing also happened with the disclosure of risk mitigation; most companies are still not aware of
disclosing risk mitigation and prioritizing management discretion to manage risk. However,
overall, the proposed framework is expected to help project managers more easily measure risk,
gain a comprehensive understanding, and control risk so that project performance is according
to plan.

4. CONCLUSION

This study has extracted risk disclosures from 33 IT companies listed on the Indonesian
Stock Exchange. This study identified 122 types of project risks from 33 companies' annual
reports. Of the 122 distributed risks, there are 63 business risks, 12 people risks, 22 process
risks, 9 product risks, and 16 technology risks. This data forms the basis for developing a
project risk management framework. The proposed framework includes three stages, namely the
root cause, risk assessment, and performance stages. At the root cause stage, the identification
of risks from elements of the business environment becomes the basis for measuring risk
treatment. In the next stage, the identified risk treatment is measured through identify, analysis,
and verification activities with the support of communication, documentation, and evaluation.
The measurement results are classified into three major dimensions, namely cost, time, and
quality. The final stage of the framework is in the form of residual performance risk and a risk
mitigation action plan. Both of these are used as risk control instruments to ensure that project
performance is as planned.

5. SUGGESTION

This study suggests a project risk management framework that IT companies can use.
The proposed framework is based on data and information obtained from companies that have
been listed on the Indonesia Stock Exchange. In future research, we suggest exploring data and
information on Small and medium enterprises (SME) in the IT sector. Exploration related to
project performance measurement because this research has not yet proposed a quantitative
method of calculating performance.
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