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Abstract

This research was carried out due to the prevalence of ransomware attacks, especially
in Indonesia against data located at Endpoints, in early 2022 ransomware was enough to horrify
the news in cyberspace and one of the ransomware that is quite worrying in Indonesia is LockBit
2.0 ransomware, so research is needed against the ransomware. The method used to research the
ransomware is static analysis and dynamic analysis which will show the infection and persistence
of the LockBit 2.0 ransomware, the static analysis method is used by reverse engineering the
portable executable (PE) file and the dynamic analysis method is carried out by running the
ransomware. then look at the operating activities, the resources used, and including the network
activities carried out by the ransomware and its impact on the affected operating system, so that
a scenario for prevention methods can be made, where in this study we can see the real impact of
the attacks carried out by the LockBit 2.0 ransomware which is also part of ransomware-as-a-
services (Raas), as well as 5 steps that can be taken to avoid it and can make anyone aware with
ransomware attacks that’s why create artificial intelligence that accommodates such vigilance is
important.
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1. INTRODUCTION

In the current era of digitalization, computer security is very important, because every
data has important information in it. When talking about computer security compared to seven
years ago, attack techniques and threat techniques to computer security have changed a lot like
never seen before, in the modern world of cybersecurity attacks, attack patterns have changed
from the former attacking directly to the intended target, for example server of a company or
organization, in the modern world of cybersecurity attack, innocent users can be the target of the
attack by using malicious software (Malware) as a tool for the next purpose [1]. Malware is often
used to facilitate cybercrimes with various purposes such as causing the device to be locked or
unused, stealing, erasing or encrypting data, taking control of your device to attack other
organizations or companies, obtaining credentials that allow access to the organization's or
company's systems or services. that you use and use these services to spend your money, but
among all these purposes there is malware that is often used to encrypt your data and ask for a
ransom to decrypt the data or commonly known as Ransomware [2]. Ransomware often also has
the ability to spread very quickly and perform discovery of the surrounding network and enter
computers on the network and immediately encrypt the computer, and not only that Ransomware
is often used as a tool to hide malware that acts as a backdoors, or Trojans, so that users are only
diverted to data that has been encrypted without caring about anything including other activities
carried out by the Ransomware [3].

Based on the 2021 Cyber Security Monitoring Annual Report published by the National
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Cyber and Crypto Agency (BSSN) in March 2022, as seen in figure 1 below, that Ransomware is
a type of attack that is reported quite a lot in Indonesia, this shows that very many computers or
endpoints that were affected by the ransomware attack, BSSN also reports that of the 206,185
ransomware submissions that have been recorded by Emsisoft, the agency that publishes reports
and statistics [4] regarding ransomware, it states that as many as 13.80% of submissions are
submissions originating from Indonesia. , the large number of submissions puts Indonesia in the
category of the top 10 countries reporting ransomware incidents. In particular, the Directorate of
Cybersecurity Operations BSSN through its search on the dark web site managed to find that from
January 1, 2021 to December 31, 2021, there had been 15 incidents of ransomware attacks
accompanied by extortion by threat actors in a number of agencies from various sectors such as
Government, Finance, Technology, Education, Agriculture, Food Industry, to insurance in
Indonesia.
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Figure 1 BSSN Report Page 71

One of the ransomware attacks that is quite worrying as seen in the image below which
shows the BSSN report on ransomware trends, that from existing reports regarding ransomware
attacks, Conti and Avaddon occupy the top positions of ransomware attacks that occurred in
Indonesia, but which is no less worrying which occupies the second position of the ransomware
attack in Indonesia, namely LockBit ransomware, based on the cases handled by the Directorate
of Cybersecurity Operations BSSN [5], Lockbit 2.0 publishes victim data through the Lockbit 2.0
dark website which can be accessed via The Onion Router (TOR). Lockbit 2.0 exploits
vulnerabilities found in Fortinet devices, namely FortiOS and FortiProxy contained in CVE-2018-
13379. Lockbit 2.0 will scan the network to get domain control from the victim so that it can be
used for lateral movement. Lockbit 2.0 was detected using mimikatz which is stored in the
CAN\TEMP\mimikatz.exe folder. Mimikatz used Lockbit 2.0 to perform credential dumping.
Lockbit 2.0 also performs defense evasion by disabling antivirus and windows defender using
“bat_av.bat” and “bat.bat”” files which are executed using PsExec.exe [6] .
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Figure 2 BSSN Report Page 150 Ransomware Trend

LockBit 2.0 Ransomware leaked more than 200GB of data from one of the largest
companies in Thailand, namely Bangkok Airways, as reported by the BleepingComputer website,
not only that, even a company as big as Accenture which is the largest IT consultancy company,
was affected by the LockBit 2.0 attack and the hacker group. demanded a ransom of $50 million
to stop the leak of data that had reached 6TB.
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Figure 3 Source BleepingComputer

Of the many attacks that have been successfully carried out by the LockBit 2.0 ransomware, and
no more in-depth research has been carried out on the LockBit 2.0 ransomware, in this paper an
in-depth analysis of LockBit 2.0 is carried out to at least prevent or even stop immediately before
the LockBit 2.0 ransomware spreads.

2. RESEARCH METHOD

In this section, the methods used to analyze Malicious Software (Malware) can also be
used to analyze LockBit 2.0 ransomware. The sample used in this study was obtained from
MalwareBazaar with detailed hash information as follows:

Table 1 LockBit 2.0 Components
Mutation LockBit 2.0 Components
MDS5 8B58D80D6650CEA9SB5SDC6374A47E16E
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SHA1 C1EEA96AF2E60D2328DCADESBEEC7CS8ACD47AB39

SHA256 | 66C817095A95ADESB25DC3CS53C1F4DAS714B3D3F5A72922E73B476D8F
17B1703

File Type | Portable Executable for 80386

Size 959KB
Encryption Components

MD5 84866FCASASCEB187BCASE257E4F875A

SHA1 038BC02C0997770A1E764D0203303EF8FCADI11FB

SHA256 | ACAD2D9B291B5A9662AA1469F96995DC547A45E391AF9C7FA24F5921B
0128B2C

File Type | Portable Executable for 80386

Size 959KB

As shown in the image below, the method used in this study to obtain the results of
infection analysis, persistence and mechanisms for preventing LockBit 2.0 ransomware can be
divided into 2 methods, namely Static Analysis and Dynamic Analysis.
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Figure 4 Malware Analysis

2.1 Static Analysis

The first method used is Static Analysis, this technique is used as the initial process for
determining the file suspected of being malware so that an analysis determination is obtained that
the suspected file is a file that has malicious code and can be categorized as malware. At this
stage, several things are carried out, such as the following [7] :

1. In static analysis, the file to be analyzed will be disassembled, the file will be unpacked

and seen in comparison, whether the file is classified as a benign file or malware.

2. Hexadecimal analysis is used to determine the type of file to be analyzed. The executable
file has a hexadecimal code or 4D 5A signature or can be categorized as a Windows or
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DOS executable that has a Part Executable (PE) file. To analyze the file, tools are needed
to assist the analysis, such as IDAPro Free and PEid [8].

3. Analysis with the static in method aims to obtain the identity of a file, where CRC32 is
an identifier of a file that has experienced data transmission from the origin of the file to
the destination of the file, and this is one of the hash functions developed to detect data
corruption in the process transmission or storage [9].

2.2 Dynamic Analysis

The second method used is dynamic analysis, this technique is carried out by analyzing
the infected virtual system network, and monitoring the network, operating system, and process
activities carried out by malware that has infected a system, in the hope of seeing the deployment
method carried out. by the malware or ransomware and the activities it creates. To analyze this,
tools are needed to help, such as Process Hacker, Process Monitor, Wireshark and others [10].

3. RESULTS AND DISCUSSION

To get the results of this study, several tools were used in conducting the analysis, each
tool has characteristics in the test so that minimal results are obtained and can be correlated with
one another to get more detailed information on the LockBit 2.0 ransomware attack.

3.1 PE LockBit 2.0 Ransomware
This research begins by first conducting a static analysis of the sample file by
disassembling it using IDA Pro tools with information as shown in the image below.
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Figure 5 IDA Pro

By using IDA Pro, we can read each source code from reverse engineering one by
one, for example as seen from the OpCode below that one of the .dll files, namely ole32.dll, was
imported and the dword value changed and configured the server and proxy performed by the
file which indicates that there was an attempt to bypass the protection against communications
from the Command and Control Server [11].

; Imports from ole32.dll

I
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; HRESULT _ stdcall CoCreatelnstance (const CLSID *const

rclsid, LPUNKNOWN pUnkOuter, DWORD dwClsContext,const IID *const

riid, LPVOID *ppv)

extrn CoCreatelnstance:dword

; HRESULT  stdcall CoSetProxyBlanket (IUnknown *pProxy, DNORD
dwAuthnSvc, DWORD dwAuthzSvc, OLECHAR *pServerPrincName, DWORD
dwAuthnLevel, DWORD dwImpLevel,RPC AUTH IDENTITY HANDLE pAuthInfo, DNORD
dwCapabilities)

extrn CoSetProxyBlanket:dword

It can be seen in the picture that the input hash is MD5 and the file format used in this
research sample, it is also seen that this portable executable format file has several sections in raw
and virtual form with flags which are readable text executables to run commands on the system.
operation, using the Byte Analyzer from Exeinfo PE as in figure 6, it can be seen that from the
diagnosis that the file is Crypted with a zero value test of 7.895% which shows that the file is a
pure file in the form of LockBit 2.0 ransomware.

. Exeinfo PE - ver,0.0,5.1 Stat - [ LockBit2.0.exe ] — O X

SHAZ256 : ACAD2D9B 25 1B5A966 2AA 1469F 9659 5DC 547A45E 39 1AFGC 7FA24F 592 180 12882C

CRC32 : D4B64AES | SHA1 : 038BC02C0997770A 1E764D0203303EFBFCAD 11FB

ZERO value test : 7,895 % MDS : 84866F CABASCEB 187BCABE257E4F875A

Diagnose : Crypted @ | sections
Figure 6 Byte Analyser

In using Exeinfo PE we can see how the portable executable file acts so that the process
of finding a way to go back to back by doing recovery is very possible to do [12]. However, the
file also includes several notes, which means that the creators of the LockBit 2.0 ransomware
know that the files they create will be reverse engineered as an analysis to find out how it works,
and the unique message that is inserted is an invitation to cooperate by providing data in the form
of access to companies such as logins and passwords for RDP, VPN, corporate email and others
and running LockBit 2.0 into the company, and they mention also communicating with them can
be done via Tox messenger, the messages are embedded in the bundle executable file, so only
people with reverse engineering capabilities that can see the hidden message as shown in the
image below,
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Z) 0AViews  [Z] HexViews D Expons B Impees N Names Y7 Functions -* Stings J§ Shuciues En Enums
|- text : 08403F 58 ; .textzOOsID12Fyr .. ~
* .text

t:0BL03IFL8 upicode @, <MWould you like to earn millions of dollars?>,0
Lext:0BhBarneg aburCompanyfAcqu: DATA XHEF ext A 1DAF
t:00403FNE ; -text:@BN1DBOALr ..

:HB4BIFNL unicode B, <Our company acquire access ro networks of various compani>
:OPLBIFAD unicode B, <es, as well as insider information that can help you stea)>
DaF unicode B8, <1 the nost valuable data of any company.>,.f

db 0

db [}

)2 aYouCanProvidel:

¢ unicode B, <You can provide us accounting data for the access teo any >
<tz 00405608 unicode @, <company, for example, login and password to RDP, UPN, cor)
%tz 0BL0L0D8 unicode B, <porate email, etc. Open our letter at your email. Launch >
:004B40D8 unicode B, <the provided virus on any computer in your company.>,0
i unk_kBu296 db L) DATA XREF text:0ONZ0B83A L
db [}
aConpaniesPaylis: 00LH2084

DATA XRE R
Jtext:0042085C4r ...
unicode 8, <Companies pay us the Foreclesure for the decryption of fid>
& unicode B, <les and preventlon of data leak.>,0
LIO0L0NIN0 unk_NO43KC db [} DAl {RE text: 00420t
Xt 004045350 db L
word_LOL3ILE dw 0 DATA XRE
aYouCanCommunic : DPATA XREF ext: U2

; -TOXTIBBAZRE7SLr ..

unicode B, <You can communicate with us through the Tox messenger>,®

alittpsTox_chatD: ; DATA XRE text: 904211 '

; Ltext:Opa2120E4r ...

Figure 6 Hiding Message

This shows that the LockBit 2.0 Ransomware is a Ransomware-as-a-services (Raas) which is a
service that allows anyone who does not have expertise in making ransomware even to carry out
attacks and target anyone with Ransomware [13]. Raas providers facilitate anyone to become
cyber criminals from the packages or services already provided in the Raas, from this it can be
seen that LockBit 2.0 ransomware is not an easy type of ransomware to analyze.

3.2 Libraries and Function
To get the libraries and functions of the LockBit 2.0 ransomware, a tool called PEstudio

is used as shown in the table Libraries of Encryption and table Function of Encryption below

Table 2 Libraries of Encryption

Libraries Description

shlwapi.dll | Shell Light-weight Utility Library

activeds.dll | Active Directory Router Layer

Windows NT BASE API Client
kernel32.dll | DLL

advapi32.dll | Advanced Windows 32 Base API
ole32.dll Microsoft OLE for Windows

Table 3 Function of Encrytion

Libraries Function
activeds.dll | 9 (ADsOpenObject)
activeds.dll | 15 (FreeADsMem)
kernel32.dll | CreateProcessW
advapi32.dll | CheckTokenMembership
advapi32.dll | CreateWellKnownSid
shlwapi.dll | PathAppendW
kernel32.dll | GetSystemTime
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kernel32.dll | IstrlenW
kernel32.dll | LocalFree

ole32.dll CoCreatelnstance
ole32.dll CoSetProxyBlanket

From these libraries and functions, it can be seen how the LockBit 2.0 ransomware uses
activeds.dll to deploy and several other libraries are used to perform persistence, whereas if
viewed from the existing functions, for example advapi32.dll is used as a function to generate
keys for encryption, run and control. services, obtaining Token Privileges, and other functions
that aid the persistence and infection of the LockBit 2.0 ransomware.

3.3 Interaction and Persistense Mechanism

By using a combination of Static and Dynamic Analysis, as an example as shown in the
image below using the Wireshark and Process Hacker tools
“
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Figure 7 Wireshark TCP Stream

By looking at the TCP Stream from Wireshark as a tool for dynamic analysis, we can see activities
or communications hidden in passing packets so that we can analyze [P addresses and incoming
files and communicate both from inbound and outbound. [14]
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Figure 8 Process Hacker
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By looking at the process activities running using the Process Hacker tool in the Windows
operating system, we can see various hidden process activities and with the operating system idle,
anomaly activity can be found and we can see the process tree so that it can be known dynamically
each analysis. processes related to the LockBit 2.0 ransomware attack [15]

Sytern information
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Memory
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68268
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¢ Recc2sme
Twesee
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Q00%

Back

Figure 9 System Information

It can be seen in Figures 7, 8 and 9 that the LockBit 2.0 ransomware activity once running
can be seen quite a change, especially the CPU movement, as well as the network activity carried
out by the ransomware, seeing the significant activity on the network, it can be seen that the
antivirus embedded in the operating system has difficulty To protect, this is because the LockBit
2.0 ransomware tries to disable Windows Defender or other currently active antiviruses as shown
in Figure 10 below. Windows Defender is protection software provided by Microsoft as a provider
of the Windows Operating System, the software functions as an anti-malicious software where
the smart screen which is a feature of Windows Defender provides real time protection, but if it
is successfully disabled, the operating system in case of this windows will have no protection
[16].

Figure 10 Disable Windows Defender

Fakultas llmu Komputer | Universitas Klabat | CORIS | ISSN: 2541-2221 | E-ISSN: 2477-8079



Cogito Smart Journal | VOL. 8 - NO.1, JUNI 2022 m 241

From every analysis carried out using both static analysis and dynamic analysis, it can be
seen that the LockBit 2.0 ransomware is a very dangerous ransomware, plus if it has succeeded
in infecting the operating system then the data contained in it will be difficult to recover, and
create a decryptor from ransomware attacks. LockBit 2.0 requires a short amount of time due to
its unique encryption type, so precautions are needed so that the operating system is not infected
by the LockBit 2.0 ransomware attack. Based on the infection method and persistence method
used by LockBit 2.0 ransomware, what can be done to prevent the operating system from being
affected. It can be seen in the image below which is the Endpoint used to run the LockBit 2.0

Ransomware
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Figure 11 Ransomware LockBit 2.0 on windows
4. CONCLUSION

From the results of the research conducted this time on the LockBit 2.0
ransonware by looking at the infection techniques and persistence techniques carried out
by the LockBit 2.0 ransomware, the prevention mechanisms that can be carried out are as
follows:

1. To protect dll files like those in table 2 and table 3 to enhanced security levels [17], what
you have to do is always Monitor Registry for any changes when running keys that do
not correlate with known software, patch cycles, etc. Also do Monitor initial folder for
additions or changes. Tools like Sysinternals Autoruns can also be used to detect system
changes that could be persistent attempts, including listing the Registry location and the
run key startup folder. The execution of any suspicious program as a startup program may
appear as a never-before-seen outlier process when compared to historical data.

2. To protect files from being encrypted by ransomware by using the command line as
shown in figure 11, not only on Linux [ 18] but also on others operating system the actions
that must be taken are monitor command line activity and catchable scripts through proper
logging of process execution with command line arguments. This information can be
useful in gaining additional insight into enemy actions through how they use native
processes or special tools. Also monitor the loading of modules related to a particular
language.

Fakultas llmu Komputer | Universitas Klabat | CORIS | ISSN: 2541-2221 | E-ISSN: 2477-8079



Cogito Smart Journal | VOL. 8 - NO.1, JUNI 2022 W 242

To avoid ransomware taking action to disable antivirus and windows defender as shown
in figure 9, using the capability of The Security Account Manager (SAM) [19] the actions
that must be taken are enable Windows Group Policy "Do Not Allow Anonymous
Enumeration of SAM Accounts and Shares" security setting to limit users who can
enumerate network shares.

To avoid a file being executed and calling the ransomware program or running commands
to encrypt existing files, especially on Windows 10 which has the autorun feature, the
thing to do is enable cloud-delivered protection and Attack Surface Reduction (ASR) that
as part f hardening operating system [20] rules to block the execution of files that
resemble ransomware if there is virtual machine using snapshot is one of best practise.
If the ransomware has already attacked and there is nothing more that can be done, then
what must be done before a ransomware disaster occurs is consider implementing IT
disaster recovery plans that contain procedures for regularly taking and testing data
backups that can be used to restore organizational data [21]. Ensure backups are stored
off system and is protected from common methods adversaries may use to gain access
and destroy the backups to prevent recovery. Consider enabling versioning in cloud
environments to maintain backup copies of storage objects.

5. FUTURE STUDIES

The evaluation of the results of this study is that a development method of machine

learning with artificial intelligence is needed in the future to deal with this type of ransomware
attack, because if detection and prevention measures fail and the ransomware successfully enters
the operating system, recovery will be difficult to do.
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